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Project Team Confidentiality Checklist

	Practice
	Notes

	Interviewer training
	· Cover confidentiality in General Interviewing Training (GIT) materials and training.
· Encourage gathering as much information as possible without entering identifying information in the interview.
· Clarify where it is ok and where it is not ok to enter identifying information.
· Include SRO definition of identifying information, with examples.

	“Preventive maintenance”
	· (Project team) Discuss confidentiality issues with project team at the beginning of a project.
· (All team members) Review GIT materials on confidentiality. 
· (All team members) Watch for identifying information in inappropriate places in datasets.
· If identifying information is found, notify the Project Leader, who will be responsible for editing the data to remove identifying information before it is released to the PI.
· When identifying information is removed or the dataset is edited in any way, mark the dataset to show that a change was made.

	Annual Refresher
	· Use the annual signing of the pledge of confidentiality as an opportunity to remind all staff that “we regard the guarantees of anonymity or confidentiality given to respondents … as necessary to the trust relationship between researchers and respondents.”
· Encourage questions about anything that is not clear or inconsistent in our procedures.

	Answering machine messages
	· Define what can and cannot be said in a voicemail message to a respondent or contact person.  Include this in interviewer training, and apply it consistently across projects.
· All messages should be respectful of the respondent.

	Email protocol
	· An email message cannot contain both Sample ID and identifying information (name/phone number/address).
· All reasonable practices should be followed to ensure that respondent confidentiality is maintained.

	File sharing
	· Provide project team members with Instructions for what is (and is not) considered secure for transmission of identifying information. E.g.,
· When/how to sue file sharing systems to store sample information?
· What network locations should be used to store data with identifying information?
· Provision should be made for this information to be reviewed and updated regularly as technology changes.

	Call notes
	· Provide interviewers with instructions for what can and cannot be included in call notes should be consistent across projects.

	Interviewer observations
	· Provide interviewers with instructions for what should and should not be put in observations (including the thumbnail sketch).
· Add an instruction at the beginning of the observations reminding the interviewer not to include confidential information in the text.

	Use of Interviewer data
	· [Include policy statement here when get it]

	Web searches
	· Define what can and cannot be done on the Web by interviewers, team leaders, etc.
· Is using MapQuest ok for locating a respondent?  White pages to get a new phone number? Free or paid Internet tracking services?

	Occupation and Industry questions
	· Treat these as if they contain identifying information.

	Procedure for delivery of text data
	· Unless explicitly stated in the workscope, SRO will not deliver text data files to the client.
· Text data will be assumed to contain identifying information (and will be stored in a secure location) until it has been cleaned.
· If SRO is required to deliver text data, the PI must sign a statement promising to abide by ISR’s policy on respondent privacy, and clean the text data before releasing it.
· If for some reason the PI cannot or will not sign the data delivery privacy document, the SRO Project Leader will be responsible for making sure all text data have been reviewed and cleaned before they are delivered to the PI.

	Quality control procedures
	· Focus quality control review on areas with known to have confidentiality problems (especially occupation/industry text and observation variables).
· Review these variables at a high rate at the beginning of each project.
· Review smaller percentage of these variables throughout the study period.
· Edit data to take out any identifying information that is found, and provide prompt feedback to the field to prevent future errors.
· Interviewers with problems should have all their work reviewed until the problems are resolved.




