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SRO Quarterly User Access Rights Audit Policy

SRO database administrators (DBAs) audit user access to SRO network servers, sample management and reporting systems and databases, and various other databases, on a quarterly basis—on or about July 15, October 15, January 15, and April 15 of each year.  They also remove users no longer employed in SRO and adjust system access rights for those who have changed departments or job functions.
  The following are included in quarterly audits:
· SRO Network

· SRO Email

· SRO Intranet

· Centra

· E-Room

· Dynamic Reporting System (DRS)

· WebTrak (WebTrak)
· Web Logging (WebLog)
· All SurveyTrak databases, including, but not limited to SurveyTrak Production and Reporting, SurveyTrak development, and NSFG Production.
· BlaiseTest database (BlaiseTest)
· Audit Trail Playback System (Playback)
· Web software databases (Web SW)
· SMDS databases (SMDS)
· CATI Network
· CATI Sample Management System (SMS)

· CXM (Call Center Recording and Monitoring System)
· SSL databases (SSL)
· Project databases
· Monthly Project Reports (MPR) and databases
· Field Research Employees Database (FRED) and databases
· SRO Recruitment Website (Recr Web)
· Tenrox timekeeping system and databases (Tenrox)
· Inventory database (Inv db)
· SRO Financial Services databases
A database is maintained of all actions taken to add, remove or adjust user rights (T:\projects\User Access Actions Log\User_Access_Actions_Log.mdb).  This includes:
· DBA initials

· Change date

· User Name
· Action Taken (Add, Remove, or Change Access)
[image: image1.wmf]
In some cases, this is done as needed between quarter audits (see for example Technical Services Group).  Minimally this will be done for each quarterly audit.  After an audit, DBAs note that the audit was done by adding a record and placing a note in the “Change Access Notes” field, e.g., “Quarterly audit of FRED and TENROX.” 
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The following DBA quarterly activities related to reviewing user access are summarized by SRO group.  
SRO Operations Team
The SRO Operations Team reviews quarterly:

· the list of server, system, and database access rights to monitor, and the DBAs responsible for the audits (the current list is in the Appendix); 
· the SRO staff email list to make sure it is up-to-date; it controls access to the SRO intranet and to drive “T:”; 

· the list of staff who have read/write access to the SRO intranet for administrative purposes; 
· the list of staff who have access to Centra and E-Room; and 

· any staff changes that require removing SRO access rights, such as a move to another department.  

If network access rights changes are required, the appropriate member(s) of the team will request that CMT make the changes and record the request(s) in the SRO User Access Actions Log database.  In addition, updates to this document will be made if necessary.
Technical Services Group (TSG)

· DBAs review user access rights and remove inactive users and/or modify users access rights for the following:  DRS, WebTrak, Web Logging, SurveyTrak (Production, Reports, and NSFG), and Playback.  This is done on an as-needed basis between quarterly audits.
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Survey Services Laboratory (SSL)
· SRC-CATI Server (“Network”)
· CMT sends SSL Manager an email on a quarterly basis with list of staff who have not logged in during the last month

· SSL manager reviews and send CMT and CATI Applications Programmer a list of users to remove

· CMT removes server access

· Applications programmer removes CATI sample management system (SMS) access
· CXM (Call Center Recording and Monitoring System)
· SSL Manager reviews user access, removes inactive users, and logs actions
· Other databases maintained by SSL management and programming staff
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Project Design and Management Group (PDMG)

· DBAs review user access rights and remove inactive users and/or modify user access rights for the following:  project-specific systems or databases and the monthy project reports.
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Data Collections Operations (DCO)

· DBAs review user access rights and remove inactive users and/or modify user access rights for the following:  FRED, TENROX, and the Recruitment Web site. 
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Financial Services (FS)
· DBAs review user access rights and remove inactive users and/or modify user access rights for the following:  AdminReport, FieldSupplies, FinanceReports, RevProjections, SROStaffing, SysRecon, TEJArchive, TIGProposals, and SRO_Finance.  This is done on an as-needed basis between quarterly audits.
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Appendix
SRO Database Administrators and Servers
	Systems / Databases
	DBA(s) 
	Server name (URL)
	Location

	Dynamic Reporting System (DRS)
	Lamkin, Swanson, Ackerman, Lancer 
	
	

	SurveyTrak production databases
	Lamkin, Swanson, Ackerman, Lancer
	ST-Main, ST-SQLA
	ISR

	SurveyTrak reporting databases
	Lamkin, Swanson, Ackerman, Lancer
	ST-Reports, ST-RPT11
	ISR

	SurveyTrak NSFG production database
	Lamkin, Swanson, Ackerman, Lancer
	FSEC\NSFGsqla
	FSEC

	SurveyTrak MANCS production database
	Lamkin, Swanson, Ackerman, Lancer
	FSEC\FSECsqla
	FSEC

	WebTrak
	Lamkin, Swanson, Ackerman, Lancer
	isr-Webtrak, isr-WebTrak2, isr-WebTrak2
	ISR

	Web Logging (Web Log)
	Lamkin, Swanson, Ackerman, Lancer
	isr-Webtrak, isr-WebTrak2, isr-WebTrak2
	ISR

	Audit Trail Playback System (Playback)
	Lamkin, Swanson, Ackerman, Lancer
	SRC-Hess
	ISR

	SRO Network
	SRO Ops, Bylica, Braun(CMT)
	SRO-Katona
	ISR

	SRO Email
	SRO Ops, Bylica, Braun (CMT)
	--
	ISR

	SRO Intranet (read/write access)

	SRO Ops, Bylica, Braun (CMT)
	SRC-Katona
	ISR

	Centra
	Strozeski, Braun (CMT)
	
	

	E-Room
	SRO Ops, Cheung, Zeddies, Braun (CMT) / Primaries TBD
	(https://eroom.isr.umich.edu/eRoom/ISRrooms/ )
	ISR

	Monthly Project Reports (MPR)


MonthlyReport


MonthlyReportTest
	Peng
	ISR-SROSQL (http://webtrak.isr.umich.edu/sro/ )


	ISR

	BlaiseTest
	Liu [tentative primary]
	ISR-SROSQL
	ISR

	Web software databases (Web SW)

Inquisite


InquisiteProduction


InquisiteProduction2
	Liu [tentative primary]
	ISR-SQLTIGER


	ISR

	SMDS 


SMDS


SRO-SMDS


smds


smds_test


smdstest
	Skoman
	ISR-SQLTIGER

ISR-SROSQL

SROSQLTEST
	ISR

ISR

ISR

	CATI Network
	Benson, Westhead (CMT)
	SRC-CATI
	Perry

	CATI Sample Management System (SMS)
	Dybicki
	SRC-CATI
	Perry

	CXM (Call Center Recording and Monitoring System)
	Benson
	
	

	SSL


BIA


SMSBase

DDE_Code_DEV


DDE_Code



Monitoring.mdb


Attendance.mdb
	Dybicki
	ISR-SROSQL

ISR-SQLTIGER


	ISR

ISR

	Project databases
	
	
	

	
EDS


LMT


PDR



PDRDev



PDRTrain


RF



RFOBS


SIS



SIS



sis_arc2000



sis_arc2001



sis-arc2002
	Peng, House


	ISR-SQLTIGER


	ISR

	
CPES


Nshsnsal
	Skoman

Peng
	ISR-SROSQL

ISR-SQLTIGER
	ISR

ISR

	Field Research Employee Database (FRED)


FRED


FREDTest
	Zeddies, Outlaw
	ISR-SQLTIGER

ISR-SQLTIGER
	ISR

	Tenrox timekeeping system (Tenrox)


Tenrox


TenroxTest
	Zeddies, Outlaw
	ISR-TENROXDB


	ISR

	Inventory database (Inv db)
	Etzel, Juska
	ISR-FOOTPRINTS
	

	SRO Recruitment Website (Recr Web)

Controlled by FRED access rights


(recruitadmin)
	Zeddies, Outlaw
	ISR-SQLTIGER

(http://webtrak.isr.umich.edu/recruitadmin/)

(http://webtrak.isr.umich.edu/recruit/) – public
	ISR

	SRO Financial Services databases


AdminReport


FieldSupplies


FinanceReports


SROStaffing


SysRecon


TEJArchive


TIGProposals


SRO_Finance


SRO_FINANCE_TEST
	Juska, Keeler
	ISR-SROSQL

ISR-SQLTIGER

SROSQLTEST
	ISR

ISR

ISR


�Current staff with read/write access to the SRO Intranet are: Nancy Bylica, Stephanie Charcoal, Gina-Qian Cheung, Jeffrey Keeler, Hueichun Peng, Lesli Scott, and Deborah Wilson.





�I would change wording to say we audit users rights to confirm user have correct privileges and that users no longer employed or who have changed functions have been removed.   This should generate an actual report of those who are not correct and should be reported out to the security team because if we have users whose rights we haven’t changed immediately after their status change something is seriously wrong with our methods.    Any audit is that an audit.


�Do we actually Audit Active Directory where these rights should be controlled or is it CMT?  If we don’t maybe we should if not then the document should reflect who does the actual auditing.  I know there is more information in the detailed tables at the end it’s just unclear to me.
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